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1. CIL ULOHY

Seznamit se s podstatou analyzy protoka aplik&ni Urovni. Jedna se o protokoly DHCP, FTP,
TFTP, SMTP a POP3

2. ZMERENE VYSTUPY A ROZBOR

Nasleduji vzdy jednotlivé ukoly, kteréshg byt provedeny a zachyceny ve Wiresharku.
Informace k nim jsou také hodnoticiho charaktemzawru jiz nebude kazdy bod zvias
komentovan.

Odpowdi prameni ¥tSinou z webové encyklopedie Wikipedia a také hknData
Communications, Computer Networks and Open Systems*

V programu TFTPd32 v zaloZzce DHCP server bylo @$i skupinu nastaveno:

* IP pool starting address: 10.1.36.36
« WINS/DNS Server: 10.1.36.136
» Default router: 10.1.36.76

V programu HomeFTPserver byl vyilem Eet:

* User name: poll-6
» Password: poll-6-heslo



Mo, - Time: Solrce Destination Proktocal  Info

1 0. 000000 AsustekC_00:f5:7F Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.36

2 3.099631 AsustekC_00:f5:7F Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.326

4 7396737 10.1.36.36 10.1.56. 38 ICMP  Echo (ping) reguest

5 7.890854 10.1.36.36 10.1.36. 38 ICMP  Echo (ping) reguest

6 8.390518 10.1.36.36 10.1.36. 38 ICMP  Echo ¢ping) reguest

FOHOHD2225 10.1.35. 38 255.255.255.255 DHCP DHCP offer - Transaction ID Ox78eh&e7?s
8 8.892623 0.0.0.0 255.255.255.255 DHCP  DHCP Reguest - Transaction IR Ox78eb6e?s
0 8.B895157 10.1.356.36 10.1.356. 38 ICMP  Echo (ping) reguest
10 S.390284 10.1.36.36 10.1.36. 38 ICMP  Echo (ping) reguest
11 9.89117§ 10.1.36.36 10.1.36. 38 ICMP  Echo (ping) reguest
12 10352150 10.1.36. 38 255.255.255.255 DHCP DHCP  ACH - Transaction ID 0x73eb&e75
13 10.396455 AsustekC_00:f4:c1 Broadcast ARP Gratuitous ARP for 10.1.36.38 (Reguest)
14 10.999572 AsustekC_00:F5:7F Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.36
15 11.222221 aAsustekcC_0o0:f4:c1 Broadcast ARP Gratuitous ARP for 10.1.36.38 (Reguest)
16 12.222208 AsustekC _00:f4:cl Broadcast ARP Gratuitous ARP for 10.1.36.38 (Reguest)
17 12.499387 Asustekc_00:f5:7f Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.36

IGMP w3 Membership Report
. 254095 Broadcast who has 10.1.36.1367
.909343 Broadcast who has 10.1.36.1367

1,222164 10.1.36.3 2240027 TEMP w3 mMembership Report

g

22 14. 800282 AsustekC_00:f4:c1 Broadcast ARP who has 10.1.326.1367 Tell 10.1.36.328
23 15.530569 10.1.36.386 10.1.255.255 NENS Mame guery NME U47,ESET.COoM<00>
24 1a, 280542 10.1.36. 386 10.1.255.255 NENS Mame guery NE U477, ESET.COoM<00>
25 16.300206  AsustekcC_00:F4:c1 Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.38

# Frame 3 (342 hbytes on wire, 342 bytes captured)
+# Ethernet II, sSrg: aAsustekC _00:f4:c1 (00:13:d4:00:F4:c1), Dst: Broadcast (Ff:ff:ff:ff:ff:ff)
= Internet Protocol, src: 0.0.0.0 (0.0.0.00, DstT: 255.255.255.255 (255.255.255.255)
version: 4
Header Tength: 20 bytes
# Differentiated services Field: Ox00 (DscP 0x00: pefault; ECM: 0x00)
Total Length: 328
Identification: 0x42f8 (17144)
# Flags: 0x00
Fragment offset: O
Time to Tlive: 128
Protocol: UDP (0x1l1])
¥ Header checksum: Oxfead [correct]
source: 0.0.0.0 (0.0.0.00

# User Datagram Protocal, Src Port: bootpc (680, Dst Port: bootps (67)
+ Bootstrap Protocol

0010 0L 48 42 T8 00 00 80 11 T6 ad 00 00 00 00 HE. ... .- . .|
0020 00 44 00 43 (1 34 9c <0 OL 01 06 00 78 eb MA.D.C.4 ...... X.

Q030 6e 73 00 00 00 00 00 00 Q0 00 Q0 00 00 00 00 00 s aaoa coooooas
o040 00 00 00 00 00 00 00 13 dd 00 F4 <l 00 00 00 00 L..o.ii eeiaaas
0050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... ... ceeieaas
Q080 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... ... ceeeieaas
Qo700 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00 00 00 ... ceeieaan
Q080 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... ceenns
0020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...... ceenns
[T =0 T T T 1 O T 1 O O T O i B [ T I T [ [a AT a |

Obr. 1 Pridélovani IP adresy DHCP serverem

Obr. 1 ukazuje jak jeflélovana IP adresa. Zprava DHCP discover poslanatélod PC-
vpravo se §i jako broadcast. Tim Zada o to, aby se ohlasil\CPHervery, které jsou
momentalg dostupné.Odpad” od DHCP serveru je formou DHCP Offer zpravy postla
unicastem, v niz se PC-vpravo nabizi adresy, kberénohou byt fidéleny. PC-vpravo odpovi
broadcastem, Ze chce danou adresu. Tatbrophou ,slySet* vSechny do 8ipfipojené stanice.
Nasledr DHCP server potvrdifjméleni dané adresy zpravou DHCP Ack.



Mo, - Time Source Destination Protocol  Info
66 47.560886  AsustekC_00:F5:7T Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.36
67 54. 560924 Asustekc_00:f5:7f Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.36
68 55.231746  AsustekC_00:f4:c1 Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.38
69 56. 060732 AsustekC_00:f5:7F Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.36
70 57.560657  AsustekC_00:F5:7f Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.36
Tl 5% 0591925 16.1.346.36 10,1255, 2585 MENS Mame guery MNE U4&. ESET.COM<O0>
72 59.220829 AsustekC_00:f4:c1  Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.38
F3 089 841011 10.1.36.38 10.1.255.255 MENS Mame query NB U46.ESET.COM<00=
74 a0, 591888 10.1.36.38 10.1.255.255 HENS Mame query MB U46.ESET.COM<00>
FEBL 2801687 ssustebkc 00:F5:FE  Eroadcast ARP who has 10.1.36.767 Tell 10.1.36.36
77 62.083376 10.1.36.36 10.1.36.38 IcMP  Echo (pingd reply
78 63.220721  aAsustekc 00:f4:cl Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.38
70 63.097069%  10.1.36.38 10.1.36.36 ICMP  Echo (ping) reguest
B0 63.0970848 10.1.36.36 10.1.36.38 IcMP  Echo (ping) reply
8l A4.389806  AsustekcC_00:f5:7f Broadcast ARP who has 10.1.36.767 Tell 10.1.36.36
82 64,970661 10.1.36.38 10.1.36.386 ICMP  Echo (ping) reguest
§3 64.070803 10.1.36.36 10.1.36.38 IcMP  Echo (ping) reply
B84 £5.986280 10.1.36.38 10.1.36.36 ICMP  Echo (ping) reguest
85 £5.0986437 10.1.36.34 10.1.36.38 1cMP  Echo (pingd reply
86 70.220755 Asustekc_00:f4:c1 Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.38
87 70.404095%  AsustekC 00:f5:7f Broadcast ARP who has 10.1.36.767 Tell 10.1.36.386
88 71.720433 AsustekC_00:f4:c1 Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.38
89 73.220391 AsustekC_00:f4:c1 Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.38
Q0 ¥4.751586 10.1.36. 38 10.1.255.255 MEMNS Mame query NB U32.ESET.COM<00:=

# Frame 76 (74 bytes on wire, 74 bytes captured)

= Ethernet II, sSrc: Asustekc_00:f4:c1 (00:13:cd4:00:F4:c1), Dst: AsustekcC_00:T5:7F (00:13:cd4:00:F5:.
# Destination: AsustekC_00:F5:77 (00:13:d4:00:F5:7F)
H Source: asustekC_00:f4:cl (00:13:c4:00:F4:c1)
Type: IP (0x0800)
version: 4
Header Tength: 20 bytes
® Differentiated services Field: 0x00 (DSCP Ox00: Default; ECH: 0Ox00)

Total Length: &0
Identification: 0x432¢ (171960

# Flags: Ox00
Fragment offset: 0
Time to 1ive: 128
Protocol: ICMP (Ox01)

+ Header checksum: 0xSh49 [correct]
Source: 10.1.36.38 (10.1.36.38)
pestination: 10.1.36.36 (10.1.36.36)

# Internet Control Message Protocol

o000 00 13 o4 00 £5 FF 00 13 dd 00 T4 <1 08 00 TR ........ ......
0010 13 2¢ 80 B 49 26 0

0020 pEERRER) 08 00 4a 5C 02 00 01 00 61 &2 63 64 &5 66 e Jhe . L abcoe
0030 67 68 69 6a 6b 6¢C 6d g &f YO FL 72 F3 74 75 Fa ghijkImn opgrstuw
o040 F¥ 6l 62 63 64 65 66 &7 68 69 wabcdefg hi

Obr. 2 Posilani ,ping“ — o¥teni spojeni mezi PC vlevo a vpravo po ziskéni remrésy z DHCP serveru

Pridavaji se odpaddi na poloZzené otazky:

rym s

1. Proc¢ se zprava DHCP Requesti§ako broadcast, kdyz jiz ve zptdWHCP offer
klientska stanice zjisti IP adresu DHCP serveru?

Je totiz teba, aby byly informovany i ostatni DHCP servegypzaw tomu PC byla fidélena
adresa a jiz nenidba se o & starat. Svoje DHCP Offers tim padem jiz nepoSlou.

2. Proc stanice, ktera pomoci DHCP protokolu obdrzi IPexir, se vzapi protokolem ARP
dotazuje, kdo vlastni tuto adresu?

Jedna se o jakysi bezp®stni mechanismus pro ochrarfegkolizemi. Mohlo by se totiz
stat, Ze dana adresa iz bykdglena napiklad gri manuélnim nastavovani adrekde jinde v
dané siti.



3. Jaky protokol na transportni vrstypouzivaji protokoly DHCP, TFTP a SMTP?

Protokol DHCP pouziva na transportni vistdDP (User Datagram Protocol), ktery
nezarduje bezchybny fenos dat. V fipact nedordeni je datagram jednodusSe zahozen a UDP
se nestara ofpposilani. Mkazem je vypis z Wiresharku a oranZ@aramovana oblast na Obr.
1. UDP pouziva také TFTP protokol. Na druhou stiaraiokol SMTP uziva protokol TCEsto
oznaovany také jako spoj@wrientovany — stara se o zaist spolehlivého fenosu s
piipadnym optovnym geposilanim ztracenych dat. Vzdy je nutig@k potvrdit, Ze datagram
dorazil usgSné/nelsgsre.

4. Na jakych portech probiha komunikace protakoHCP a TFPT (klient i server)

Komunikace probiha u DHCP serveru dle Obr. 3 nsephr68 a 67. Pakety, které odesila
klient maji jako zdrojovy port 68 a jako cilovy 67akety odesilané serverem maji zdrojovy port
67 a cilovy 68.

Mo, - Time Source Destination Protocol | Info
1 0.000000 AsustekC_00:f5:7f Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.36
2 3.999631 Asustekc_oo:f5:7f Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.36
4 7.394737 10.1.36.36 10.1.36.38 ICMP  Echo (ping) reguest
5 7.890854 10.1.36.36 10.1.36.38 ICMP  Echo (ping) reguest
6 8.,390318 10.1.35.36 10.1.36.38 ICMP  Echo (ping) request
7 B.BD2225 10.1.36.386 255,255.255.255 DHCP DHCP offer - Transaction ID O0x78eb6e?s
8 B.B92623 0.0.0.0 255.255.255.255 DHCP DHCP Request - Transaction ID 0x78eh6e7s
O B.B895157 10.1.35.36 10.1.36.38 ICMP  Echo (ping) request
10 9, 3902584 10.1.36.36 10.1.36.38 ICMP  Echo (ping) reguest
11 9. 891176 10.1.36.36 10.1.36.38 ICMP  Echo (ping) reguest
12 10.392150 10.1.36.36 255.255.255.255 DHCFP DHCP ACK - Transaction ID Ox78eh6e7s
# Frame 3 (342 bytes on wire, 342 bytes captured)
+ Ethernet II, src: asustekc_00:F4:c1 (00:13:dd4:00:F4:010, Dst: Broadcast (Ff:ff:fF:Ff:FF:FF
# Internet Protocol, Src: 0.0.0.0 ¢(0.0.0.00, Dst: 255.255.255.255% (255.255.255.255)

User Datagram Protocol, Src Port: bootpc (687, Dst Port: bootps (670

pestination port: bootps (67)
Length: 308
# Checksum: O0x9cc0 [Correct]
+# Boorstrap Protocol

rrrrrrrr - A At o cien ol Aty a1 fane fars Ak e —

[VIWNR ] (O e R L= BNV IV W IV = TV B [RLT =AW IV LW VIV R U WV B N | Gl eSO Tooon

o020 ff £F [EEEE 00 43 01 34 Oc <0 01 01 08 00 78 &b CEE.C4 Ll .
0030 Ge 75 00 00 00 00 00 00 00 00 00 00 00 00 00 00 [ ESaaaa cnaoonns

Obr. 3 Komunikace protokolu DHCP — porty 67 a 68

TFTP protokol se musi sam postarat o garantovamérsip protoze to zashUDP neudla.
Pracuje na portu 69, jak doklada Obr. #.\Rtvareni si klient zvoli TID (Transfer IDentifier) —
Cislo spojeni a posilad ho naginy* port 69 na serveru. Server pak poSle odgax portu 69
jako svého zdrojovehofigemz cilovym je port gislem TID klienta, kteréistava stejné dokud
neni spojeni zruSeno. Kazdy paket miégzena d¥ TID — jedno zdrojové a druhé cilové, coz
doklada Obr. 5.



fL. 279508 AsustekC_00ITalqT Broadcast ARP who has 10.1.sb.1s580Y Tell 10.1. 56, 56

71.313554 10.1.36.38 10.1.255. 255 MENS Name guery NE U30.ESET.COM<00:>
72.064351  asustekc_00:f4:c1 Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.38
72.342024  asustekc_00:f5:7f Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.36
73.485451 10.1.36.36 10.1.36.38 TFTF option Acknowledgement, tsize=9
73.486635 10.1.36.38 10.1.36.36 TFTF Acknowledgement, Block: O

73.486803 10.1.36. 36 10.1.36.38 TFTP Data Packet, Block: 1 (last)
¥3.485525 10.1.36.38 10.1.36.36 TFTF Acknowledgement, Block: 1

F3.841761  aAsustekc_00:fLi:iFE Broadcast ARF who has 10.1.356.13687 Tell 10.1.36.36

75.3416882 Asustekc_00:fa:7f Broadcast ARF who has 10.1.356.13687 Tell 10.1.36.36

= AeSara mimm el AA LS d - T I Te=T) Y [ e I T T e T U S, [ T RS T P

# Frame 53 (67 bytes on wire, &7 bytes captured)
¥ Ethernet II, src: asustekc_00:F4:cl (00:13:c4:00:F4:cl), Dst: Asustekc_00:F5:7F (00:13:c4:00:F5:7F0
= Internet Protocol, Src: 10.1.36.38 (10.1.36.38), Dst: 10.1.36.36 (10.1.36.36)
version: 4
Header Tength: 20 hytes
+# Differentiated services Field: 0x00 (DsSCP 0Ox00: Default; ECHW: 0x000
Total Length: 53
Identification: Ox4408 (174160
# Flags: 0x00
Fragment offset: 0
Time to Tive: 128
Protocol: UDP (0x11)
+ Header checksum: 0x%add [correct]
Source: 10.1.36.38 (10.1.36.38)
pestination: 10.1.36.36 (10.1.36.36)
+
® Trivial File Transfer Protocol

0000 00 15 cd 00 5 77 00 13 dd 00 4 <1 08 00 45 00 .....oves oot E.
0010 00 35 44 Da 64 0a 01 24 26 0a 01 A0l ... L= T
) 5 ]

o020 24 24 [H ¥ 00 01 74 &5 Y3 74 $$le..test
65 74 00 74 73 69 Fa 65 .abc.oct et.tsize
L0,

0030 Ze 61 62
0040 00 30 00

Obr. 4 Komunikace protokolu TFTP — port 69

EI . L e VL) MIOUS LER WYL de O Jdd_d> L Eatad ol WL 11d> LWe Le 30U Lty Tl Lwe L. a0
58.282720  Asustekc_oo:f4:cl Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.38
6l. 342005 Asustekc_00:F5:7F Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.36
65. 282685 Asustekc_00:f4:c1 Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.38
G5.342023 Asustekc_00:f5:7F Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.36
66, 782440  AsustekC_o00:f4:cl Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.38
68, 282396  AsustekC_00:f4:cl Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.38
69, 779346  AsustekcC_00:f5:7F Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.36
69, 813602 10.1.36.38 10.1.255.255 NEMNS Mame query MNE U30.ESET.COM-<00>
70.563583 10.1.36.38 10.1.255.255 MNENS Mame guery MWE U3S0.ESET.COM<OO>

71, 2759306 AsustekC_00:F5:7f Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.36
F1.313554 10.1.36.38 10.1.255.255 NEMNS Mame query MNE U30.ESET.COM<00>
72.064351  AsustekC_00:f4:cl Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.38
T2.342024 Asustekc_00:f5:7F Broadcast ARP who has 10.1.36.136% Tell 10.1.36.36
73.478529 10.1.36.38 10.1.36.36 TFTP rRead Reguest, File: test.abc, Transfer
73.4B86451 10.1.36.356 10.1.36.38 TFTF option Acknowledgement, tsize=9
73.486635 10.1.36.38 10.1.36.36 TFTF Acknowledgement, Block: O

73.486925 10.1.36.38 10.1.36. 36 TFTP Acknowledgement, Block: 1

73.841761 AsustekC_00:F5:7F Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.36

7h.341692 Asustekc_00:f5:7F Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.36

—=r AroAra T P S | ————l o e P R R I I R T B R R ]

+# Frame 56 (60 bytes on wire, 60 bytes captured)
+# Ethernet II, src: Asustekc _00:f5:7F (00:13:c4:00:F5:7F), Dst: AsustekC_00:Ff4:cl (00:13:d4:00:F4:c1)
# Internet Protocol, sSrc: 10.1.36.36 (10.1.36.326), Dst: 10.1.36.38 (10.1.36.38)
= User Datagram Protocol, Src Port: 2130 (21300, Dst Port: 1535 (1535)
Source port: 2130 (21300
pestination port: 1535 (15350
Length: 21
# Checksum: OxecBe [correct]
+ Trivial File Transfer Protocol

Obr. 5 Ukazka TID



5. V zdznamu komunikace protokolem FTP nafeeza popiste (kdo komunikaci iniciuje, kdo
voli ¢isla porti...) inicializaci spojeni profenos dat v aktivnim a pasivnim rezimu.

Postup pi havazovani komunikace mezi serverem a klienteaktivnim rezimu ukazuje Obr.
6. FTP server poSle data na port a adresu zaddieotekn. Spojeni je navazano tak, Ze na portu
21 je server a na 1546 je klient. Dale sengsou nasledujici zpravy:

* USER- uzivatelské jméno

* PASS- heslo

* SYST- pro k zjiS&ni typu systému, na kterém pracuje FTP server

* FEAT - jaké funkce jsou podporované

* PWD- zjiS&ni aktualniho pracovniho adrésa

* TYPE- urtuje typ reprezentace dat, fafext nebo binarni

* PORT- specifikuje port, na kterém klientekava datové spojeriv tomto gipad
jde o port 1547

e LIST - ziskani seznamu soulgor

0. Timne Source Destination Praotocol Infa
3 3.5905922 AsustekC_00:T5:7f Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.34
4 4,250153 10.1.36.38 10.1.36. 36 TCP 1546 > ftp [SyM] Seq=0 Len=0 MsS5=1460
34, 10.1. 10.1. TCP ftp = 1546 [S¥W, ACK] Seq=0 Ack=l win=63535 Len=0 M55=1460
FER 10.1.3 10.1.3 TP 1h46 > ftp [ACK] Seq=l Ack=1l win=83355 [TCP CHECRSUM INCORREC
74, 10.1. 10.1. FTP Response: 220 Test
FEEN 10.1. ] FTF Feguest: USER poll-6
94, 10.1. 10.1. FTF Response: 331 User name okay, need password.
10 4. 10.1. 10.1.3 FTP Reguest: PASS poll-6-hesio
11 4 10.1. 10.1 FTF Response: 230 User logged in, proceed.
12 4. 10.1. 10.1. FTP Request: SYs
13 4. 10.1. 10.1 FTF Response: 215 LNIX Type: L&
14 4.315519 10.1. 10.1. FTP Reguest: FEAT
15 4.316074 10.1. 10.1. FTP Response: 211-Extensions supported:
16 4.362101 10.1.36.38 10.1.3 FTP Request: PwWD
17 4,3624009 10.1. 10.1. FTP Response: 257 "/ ds working directory.
15 4.405342 10.1.3 10.1.3 FTF Feguest: TYPE A
1% 4.408655 10.1. 10.1. FTF Response: 200 Type set to A,
21 4,427532 10.1.36, 34 10.1. FTP Response: 200 PORT Command successful.
22 4.440434 L1.26.38 .13
23 4.441154 10.1.36, 34 10.1. FTP Response: 125 opening ASCII mode data connection for sbin/ls.
24 4.4413848 10.1.36.38 10.1. TCP 2134 > 1547 [S¥N] Seq=0 Len=0 MS5=1460
25 4.4414351 10.1.36.38 10.1. TCP 1547 > 2134 [S¥M, ACK] Seq=0 Ack=1l wWin=65333 Len=0 M35=1440

Frame 20 (76 bytes on wire, 76 bytes captured)

Ethernet II, Src: AsustekcC_00:f4:c1 (00:13:d4:00:F4:cl), Dst: AsustekC_00:F5:7F (00:13:d4:00:F5:7F)
Internet Protocol, sPc: 10.1.36.38 €10.1.36.38), Dst: 10.1.36.36 (10.1.36.36)

Transmission Control Protocol, Src Port: 1546 (1546), Dst Port: frp (210, Seqg: 58, ack: 644, Len: 22
File Transfer protocol (FTP)

U &

Request command: PORT

rReguest arg: 10,1,36,38,6,11

Active IP address: 10.1.36.38 (10.1.36.38)
active port: 1547

0000 00 13 d4 00 5 7F 00 13 cd 00 4 <1 OF 00 45 00
0010 00 32 44 f6 40 00 80 06 59 78 0a Ol 24 26 0Da Ol
0020 24 24 06 0a 00 15 8b 0b  od 33 Se ff a0 f& 50 18
0030 7c 50 y —SE T s T
0040  EENEIIEEREERT

Obr. 6 Inicializace spojeni klient-servetiwyuZiti protokolu FTP

* RETR — pgikaz uzity k genosu souboru ze serveru. llustruje ho Obr. 7.



45 14.673616  asustekC_00:f4:cl Broadcast ARP who has 10.1.36.1367 Tell 10.1.36.38
L.1.255.255  MBHS Mame cuery NB Ud4d4.ESET. COM<00>

SBaL05 5

10 5 Request: PORT 10, E]
50 15.941578 10.1.36.38 FTP Response: 200 PORT Command successful.
52 15.956342 10.1.56.38 FTP Response: 150 File status okay; about to open data connection
53 15.956578 10.1.36.38 TCP 2135 > 15458 [S¥N] Seq=0 Len=0 MSS=1450

54 15956621 10.1.36.36 TCP 1549 > 2135 [SYM, ACK] Seq=0 Ack=1l win=653535 Len=0 MSS=1460
55 15.5956724 .38 TCP 2135 » 1549 [aCk] Seq=l Ack=1l win=65533 Len=0

. 956880 2135 » 1349 ACK] Seq=l Ack=1 Wwin=65535 Len=9

. 956949 ES

- DB58002

b.30 TCP ; 1 win=64675 [TCP CHECKSUM TNCOH
.38 FTP Response: 226 Closing data connection.

-
0

[T I | [y e | - P
[FA}
[a1]

5. 095566

# Frame 51 (69 hytes on wire, 69 bytes captured)
+ Ethernet II, src: asustekC _00:f4:c1 (00:13:d4:00:F4:c10, Dst: asustekC_00:F5:7F (00:13:cd4:00:F5:7F)
# Internet Protocol, src: 10.1.36.38 (10.1.36.38), Dst: 10.1.36.36 (10.1.36.38)
+ Transmission Control Protocol, Sre Port: 1546 (1546), Dst Port: ftp (210, sSeq: 120, Ack: 807, Len: 15
= File Transfer Protocol (FTP)
= RETR test.abchwrhn
Reguest command: RETR

0000 00 13 d4 00 T35 7F 00 13 d4 00 T4 cl OF 00 45 00
0010 00 37 45 1a 40 00 80 06 59 5h 0a 0L 24 26 0a 01
0020 24 24 06 Q0a 00 15 8b 0b 5d 71 %e ff al 9% 50 18
0030 Ffc dY 5¢ 75 00 00 52 45 54 52 20 EENNS E
0040 3

Obr. 7 Ptenos souboru test.abc z FTP serveru

Pokud se ma vyt spojeni protokolem FTP na zakiggasivnihoreZimu, tak ho vytvd
klient na port, ktery muijdéli server a kde mu také néslédsudou poskytnuta data. Misto
piikazu PORT je uzito PASV. PASV znamena Zadost semw@asivni rezim. Tuto situaci
ukazuje Obr. 8 s tim, Ze je wdpiipojeni klienta na port 1024.



Mo, - Time Source Drestination Protocol Info

95 45?228 o o 10. . TCP ttp > 1553 L=H, ACKJ se =0 Ack=1 W1 =55535 Len=
57 10, ] L 1o, . TCP 1553 > Ttp _ 1 Win=65535 |[TCP CHE
o8 45?954 L1.36. 10.1.386, FTF Respunse 220 Test
99 48, 2 10. ] 10, . Refquest: USER poll-6

100 .4?0816 L1.36. L1.36. Response: 331 User name okay, need password.

101 ¢ 10.1.36.38 10.1.36. 36 Request: 1011-6-heas

102 .36, .36, RESpOnSe:

105 i L ] . Feques

104 o L1368, L1.36, 215 UNIX Type: L8

105 4 10. { 10. . La i FEAT

106 .1.386. .1.386. : 211 -Extensions supported:

107 ¢ U, R U, . . ezt 5

108 .564240 .1.386. .1.36. 257 "/" s working directory.

109 4 1264 10, { 10. . Leguest: TYPE A

110 45.6115581 .1.36. .1.36. 200 _Twhe set To A,

—

113 . B259882 .1.38. .1.38. 1334 > 1Us4 [2TM] SEH=U LEN=u M35=1400
114 LB30021 L1.36. L1.36. 1024 = 1554 [SYN ACK] Seq=0 Ack=1 W1n 65535 Len=0 M55=1460
115 i i i . - j Saq L Win CP M ITRCORR
116 4 10. .38 10. .
117 465. .1.38. .1.38. Respunse: 125 opening ASCII mode data connection for Jbingls
118 643372 odbs 5 odbs o FTP-DATA FTF Data:

. B54855 odls - odls o FTF‘ DATA FTP Data:

= B B B lrr

0 Ms55=1460

S R R R . 1553 Ak [ 4754 CP C LM T HCO
L 783305 .1.36. .1.36. Respunse 226 C1os1ng data cnnnect1on
Exl 10. 10, ] - 1553 Ttp s 7 A 4 CP LSUM T MCO]

L4 53813 AsustekC_00:f4:cl Broadcast who has 10.1.36.1367 Tell 10.1.36.38
127 51.585010 10.1.36.38 10.1.255.255 MNBNS Mame guery NB U35, ESET.COM<00>
178 57 74004 1A 1 2A IR 1M 1 PS5 IG5 KEMS Mama riarys MR 1125 ESET ~Omenns

# Frame 112 (59 bytes on wire, S99 bytes captured)
+ Ethernet II, src: AsustekcC_00:F5:7F (00:13:dd:00:Ff5:7F), Dst: Asustekc_00:f4:c1 (00:13:d4:00:F4:c1)
+ Internet Protocol, Src: 10.1.36.36 (10.1.36.367, Dst: 10.1.36.38 (10.1.36.38]
# Transmiszsion Control Protocol, Src Port: ftp (210, Dst Port: 1553 (1553), seqg: 644, ack: 64, Len: 45
- File Transfer Protocol (FTR)
= 227 Entering Passive Mode (10,1,36,36,4,00.% N
Response code: Entering Passive Mode (227)
Response arg: Entering Passiwve Mode (10,1,36,36,4,0).
Passiwe IP address: 10.1.36.36 (10.1.34.34]
Passive port: 1024

0000 00 13 cd 00 4 <1 00 13 d4 00 T3 VF 08 00 45 00 ..., ... Ef
0010 00 55 bl &7 40 00 80 06 ec 6F 0a 01 24 24 0a 01 RLEFE - MY T 1 T
0020 24 26 00 15 06 11 fhb 38 10 2f 7 a5 1c 56 50 18 f&..... 8 ./ P,
0030 fF <0 Oe 2c 00 00 32 32 37 20 45 6e 74 65 72 69 : .22 7 Enteri

0040 de &7 20 50 &1 73 73 49 Y6 63 20 4d &6F &4 §5 20 ng Fassi ve Mode
0050 28 31 30 2¢C 31 2cC 33 36 2C 33 36 2C 34 2c< 30 29 (1o,1,36 ,36,4,0)
0080 Ze Od Oa a0 o

Obr. 8 FTP pasivni méd provozu - navazani
6. Jak u protokolu POP3 pozna klient, Zze server poitlzoppracoval jeho fikaz?

Kazda odpovd’ od serveru musi Zaat potvrzenim, Zeifkaz byl zpracovan a to sice tak, Ze
indikuje stav operace +OK. Ukazuje to
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Mo, - Time S0UrCE Deskination Prokocol Info
47 29.999362  Cisco_93:43:C2  CisCo_93:43:C2 LOOP rRepTy
48 30.093340 10.20.1. 222 10.20.1.59 TCP pop3 > 1581 [AacCk] Seq=108 Ack=1% win
459 30 10.20.1.59 10.20.1.222 POP Reguest: -
. 10,201,222 10.20.1. 59 TCP pop3 > 1581 [ACK] Seq=108 Ack=20 win
1.3 10.20.1.59 10.20.1.,22¢ PoP Regquest: 2
52 31.495521 10.20.1.222 10.20.1.59 TCP pop3 > 1581 [Aack] seq=108 Ack=21 win
55 34.16A152%9 10.20.1.59 10,201,227 POP Refuest :
54 34.163484 10,201,222 10.20 1 POP Response: +0K & messages (108? DCtEt
5o . 10 ] . TCP 15581 = pop3 . 3 3
G 37,4 10 L1, 59 : T !
57 3?.604662 10.20.1.222 10.20.1.59 TCP pop3 » 1581 [ACK] sSeq=138 Ack=24 win
E 37.70L0YE 10.20.1.5% 10,20, ] 2 5 est:
50 37.8045209 10.20.1. 222 TCP pop3 » 1581 [ACK] Seq=138 Ack=25 win
a0 37.910129 10.20.1.59 5 est:
61 38.103438 10,201,222 . TCP pop3 > 1581 [AacCK] Seq=138 Ack=26 win
he 3B. 246565 10.20.1.59 20 2 . st
.415002 10.20.1.222 10.20.1.59 TCP pop3 > 1581 [ACK] Seq=138 Ack=27 win
10.20.1.59 10.20.1.222 BST :
52 10.20.1.559 TCP O L T ——
L1999583 POP Continuation
30, 418080 EE TCP 15581 = pops [AaCK] seq=29% AC 0O Wl
EEEET : LOOP rReply
3.H1AE2Y EE POP Reguest: R
0143528 222 10.20.1. TCP pop3 > 1581 [Aack] Seq=209 Ack=30 win
4.025571 ] 10.20.1.,22¢ POP Reguest: E
215248 222 10.20.1. TCP pop3 > 1581 [AacCK] Seq=209 Ack=31 win
4.631170 ] 10.20.1.,22¢ PoP FEETEERD
. 815455 222 10.20.1. TCP pop3 > 1581 [AcCk] seq=209 Ack=32 win
4.840119 ] 10,2001, FOP Regquest: R
015818 222 10.20.1. TCP pop3 > 1581 [AcCK] seq=209% aAack=33 win
49,155102 ] 10.20.1. POP Refuest:
L 322329 222 10.20.1. TCP pop3 > 1581 [AcCK] seq=209 ack=34 win
B0 40,624346 1,50 10,201,227 POP Reguest: 1
Bl 40, 823011 1222 10.20.1.59 TCP pop3 » 1581 [ACK] Seq=209 Aack=35 win
B2 459.9958987 Cisco_93:43:C2 (Cisco_93:43:C2 LOOP rReply
B3 0l 1 9133 10.20.1.59 10,20 1,222 POP CEENEEE
H4 51.130621 10 20 1.222 10.20.1.5%9 POP Respunse +0K message 1 (193 octets)
FEE TR R T T ) =) - ST T Y S A A

e

¥ Ethernet II, sSrc: ChnetTech_6c:47:f1 (00:08:al:6c:47:F10,
# Internet Protocol, sSec: 10.20.1.222 (10.20.1.2220, Dst:
# Transmis=sion Control Protocol., Src POrt: pop3 (1107,
=l Post office Protocol

= +0K scan Tisting follows“ryn

Dst: AsustekC 00:F4:cl (00:13:d4:C
10.20.1.5% 10.20.1.59])

pst Port: 1381 (1581), seqg: 138, Ack:

response description: scan Tisting follows

oo00 00 13 d4 00 T4 <1 00 08 al &c 47 T1 08 00 45 00 ........ . 1G. .. E.
0010 00 42 2 25 00 00 B0 06 30 50 0a 14 01 de 0a 14 S s oo anann
0020 01 3b 00 Ge 06 2d a6 &6d 75 Sh 9 be 2% al 50 18 ci.ne—.m ul....P.
0030 ff e3 5a 18 00 00 Emi.]g 20 73 63 6l 6e 20 6C ZI?H scan 1
0040 &9 Y3 T4 69 6e 67 20 66 6T 6 6c &F F¥ Y3 0d Ca isting 0T Tows—

Obr. 9 POP3 potvrzovani +OK

7. K c¢emu slouzi zprava HELO u protokolu SMTP a jak nsemver reaguje?

Klient je touto zpravou identifikovan. Je to vlasi#ahajeni konverzace. Pokud klient zada
spravné fihlaSovaci udaje, je mu potvrzeno jako ,,250 OK*k RamoZzno odesilat e-maily.
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3.ZAVER

VyzkouSeni Bkolika aplikanich protokoh a jejich analyza byly vcelku ndzorné. Osobiiinps
bych vidl v pochopeni rozdilu mezi aktivnim a pasivnim me&m nap. pii pouzivani Total
Commanderu kifipojeni pomoci FTP protokolu na server. &kierych gipadech totiz neni
aktivni propojeni, které byva v Total Commanderfadkné nastaveno, mozno uskutet, a tak
komunikace uvazne na mrtvém Baaspojeni neni navazano. Je tedy nutné mod prazrasnit
a napodobit tak funkci webového prohtigektery také pracuje v pasivnim modu.

Owetili jsme také wkteré teoretickéif@dpoklady nap z prednasek — funkce DHCP serveru
pii piidélovani adresy apod.

VSechny ostatni komerik Uloze jsou jiz uvedeny vySe v rozboructemych vystup.



